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Agenda
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1. Intro

2. Setting the Scene

3. How does AI fit here? 

4. Closing & QA
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About Me
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▪ CISO Aegon Netherlands 
▪ OWASP Netherlands Chapter Leader
▪ Author & Public Speaker
▪ Past Experiences:

• < Security Lead VGZ >
• < CISO Wolters Kluwer Europe >
• < CISO Leadership ABN AMRO >
• < Manager Cyber Security Deloitte >

▪ Education:
• < MSc. Computer Science with BSc. in AI >
• < Executive Master Internal Auditing >

Profile: linkedin.com/in/irfaansantoe/
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Why DevOps? - Dev vs Ops

Wall of 
Confusion

David wants to maximize CHANGE Peter wants to optimize STABILITY

David is a DEVeloper! Peter is an Operator!

10



11

DevOps

Agile 
Develop-

ment

Agile 
Deploy-
ment / 

Production

Code
Bu

ild

Monitor

O
pe

ra
te

Deploy

11



12

DevOps vs Security

Agile 
Develop-

ment

Agile 
Deploy-
ment / 

Production

Code
Bu

ild

Monitor

O
pe

ra
te

Deploy

Wall of 
confusion

Wall of 
confusion

12



13

DevSecOps

Agile 
Develop-

ment

Agile 
Deploy-
ment / 

Production

Code
Bu

ild

Monitor

O
pe

ra
te

Deploy

13



14

DevOps

Agile 
Develop-

ment

Agile 
Deploy-
ment / 

Production

Code
Bu

ild

Monitor

O
pe

ra
te

Deploy

14



15





17

17

Three 
Dimensions

Automation

Inclusiveness (M+T)ology
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Key Insights – Inclusiveness
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• Set clear purpose for 
DevOps and internalize it. 
Security needs to adopt 
to that.

• Embrace security. Also as 
enabler

• Build relationships 
between teams

• Make security fun & 
rewarding

• Give trust and be there 
for them

• Co-create security

• They BUILD it, they RUN it, 
they SECURE it

• DevOps engineers 
commitment to educate 
security and vice versa

• Communicate, 
Communicate, 
Communicate
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Key Insights – (M&T) ology
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19

• Look for security 
opportunities in the new 
methodologies and 
embrace

• Experiment with security 
blueprint, validate and 
then scale. 

• Single pane of glass
• Shift left

• Involve security from the 
beginning
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Key Insights - Automation
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• Push for automation and 
security metrics aligned 
to business goals

• Not all at once
• Don’t re-invent the wheel
• Empower using AI

• Skill-up
• Scale-up
• Focus on capability 

instead of tool
• Adopt security to DevOps
• Empower using AI

• Treat security tooling like 
any other

• Keep asking for feedback
• Empower using AI
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Where to fit AI in Dev-Sec-Ops? 
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Threat modelling
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Q&A



Thank you

Profile:

linkedin.com/in/irfaansantoe/


