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n Where to fit Al in DevSecOps?

Integrating Al into DevSecOps involves strategically placing Al technologies at various

stages of the software development lifecycle to enhance security practices. Here's a

breakdown of where Al can be incorporated in DevSecOps:




SoRRY, ToMm, BUT LWHEA ALt You
HAVE |S A HAMMER, EVERYTH/NG
Looks LIKE A ANALL,

LTS oK, PAT,
THAT WHICH DOESN'T
KiLL ME ONLY MAKES

f the only tool you have
IS @ hammer you tend to
)ee every problem as a nall

- Abraham




It's important to note that the integration of Al into DevSecOps is not a one-size-fits-all
approach. Organizations should carefully assess their specific needs, existing processes,

and infrastructure to determine where Al can provide the most value in enhancing security

measures while aligning with their development workflows.
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"Give me six hours to chop down a tree

and | will spend the first four
sharpening the axe.”
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Why DevOps? - Dev vs Ops

L Wall of ,
David is a DEVeloper! Confusion Peter Is an Operator!
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David wants to maximize CHANGE Peter wants to optimize STABILITY
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DevOps vs Security

Agile Agile
Deploy-

Develop-

et ment /

Production
Monitor
Wall of Wall of

confusion confusion
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Automation

Three

Dimensions

Inclusiveness




Key Insights - Inclusiveness

&)

« Set clear purpose for

DevOps and internalize it.
Security needs to adopt
to that.

Embrace security. Also as
enabler

Build relationships
between teams

« Make security fun &
rewarding

« Give trust and be there
for them

- Co-create security

+ They BUILD it, they RUN it,
they SECURE it

- DevOps engineers
commitment to educate
security and vice versa

« Communicate,
Communicate,
Communicate




Key Insights — (M&T) ology

« Look for security « Single pane of glass  Involve security from the
opportunities in the new . Shift left beginning
methodologies and
embrace

- Experiment with security
blueprint, validate and
then scale.




Key Insights - Automation

« Push for automation and « Skill-up « Treat security tooling like
security metrics aligned . Scale-up any other
to business goals . . '
9 . Focus on capability Keep asking for feedback
* Notallatonce instead of tool - Empower using Al

* Empower using Al + Empower using Al




Where tofit Alin Dev-Sec-Ops?
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SoRRY Tom, BUT WHEA ALL You
HAVE 1S A HAMMER, EVERYTH /NG
Looks LIKE A NAIL,

LTS ek, PAT.
THAT WHICH DOESN'T
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Thank you




